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Abstract

Novel networking paradigms such as the Internet of Things (IoT) have expanded their
usage and deployment to various application domains. Consequently, unseen critical
security vulnerabilities such as zero-day attacks have emerged in such deployments. The
design of intrusion detection systems for IoT networks is often challenged by a lack of
labeled data, which complicates the development of robust defenses against adversarial
attacks. As deep learning-based network intrusion detection systems, network intrusion
detection systems (NIDS) have been used to counteract emerging security vulnerabilities.
However, the deep learning models used in such NIDS are vulnerable to adversarial
examples. Adversarial examples are specifically engineered samples tailored to a specific
deep learning model; they are developed by minimal perturbation of network packet
features, and are intended to cause misclassification. Such examples can bypass NIDS or
enable the rejection of regular network traffic. Research in the adversarial example detection
domain has yielded several prominent methods; however, most of those methods involve
computationally expensive retraining steps and require access to labeled data, which are
often lacking in IoT network deployments. In this paper, we propose an unsupervised
method for detecting adversarial examples that performs early detection based on the
intrinsic characteristics of the deep learning model. Our proposed method requires neither
computationally expensive retraining nor extra hardware overhead for implementation.
For the work in this paper, we first perform adversarial example generation on a deep
learning model using autoencoders. After successful adversarial example generation, we
perform adversarial example detection using the intrinsic characteristics of the layers in
the deep learning model. A robustness analysis of our approach reveals that an attacker
can easily bypass the detection mechanism by using low-magnitude log-normal Gaussian
noise. Furthermore, we also test the robustness of our detection method against further
compromise by the attacker. We tested our approach on the Kitsune datasets, which are
state-of-the-art datasets obtained from deployed IoT network scenarios. Our experimental
results show an average adversarial example generation time of 0.337 s and an average
detection rate of almost 100%. The robustness analysis of our detection method reveals a
reduction of almost 100% in adversarial example detection after compromise by the attacker
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1. Introduction
The emergence and rapid incorporation of novel computing systems such as the Inter-

net of Things (IoT), cloud computing, edge computing, and fog computing into various
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application domains has given rise to unforeseen security vulnerabilities [1]. Considering
IoT systems, it is estimated that there will be 3.74 billion IoT mobile connections worldwide
by 2025 and more than 64 billion IoT devices installed by 2026 [2–5]. IoT networks are gen-
erally resource-constrained, incorporate heterogeneous integration, and have a distributed
deployment architecture. Due to resource constraints, IoT networks cannot incorporate
conventional security measures such as encryption, authentication, access control, network,
and access security [6]. Consequently, new attack vectors are exposed that are prone to
exploitation by unforeseen intrusions, particularly zero-day attacks [7]. In addition, IoT
networks generally lack sufficient labeled data due to a lack of domain expertise in the
various deployment scenarios. Network intrusion detection systems (NIDS) for IoT net-
works have been developed as a last line of defense to counteract such potential intrusions.
Network intrusion detection systems (NIDS) are broadly classified as signature-based,
anomaly-based, or hybrid. For IoT networks, anomaly-based NIDS incorporating machine
learning (ML) or deep learning (DL) methods are most effective against zero-day attacks.
Anomaly-based NIDS develops a profile for normal behavior of the IoT network without
intrusions, with which new incoming network traffic can then be compared. Any deviation
from the normal behavior profile beyond a defined threshold indicates a potential network
intrusion [3–5,7–15]. Deep learning methods, particularly unsupervised methods, are well
suited for intrusion detection in IoT networks due to their inherent ability to handle large
volumes of data, extract useful features, and provide results with high accuracy. Unsuper-
vised deep learning methods are essential for IoT intrusion detection, as such deployments
often lack labeled data. The computational complexity and deployment overhead for com-
mon deep learning applications such as computer vision and natural language processing
is unnecessary for anomaly detection in network traffic [14]. Despite the effectiveness of
deep learning models for intrusion detection in IoT systems, such models are vulnerable
to adversarial examples [16]. Adversarial examples are specially crafted observations into
which an imperceptible perturbation has been introduced which causes the deep learning
model to misclassify the input samples. Such malicious examples have been studied in
application domains such as computer vision [17], natural language processing [18], speech
recognition [19], and reinforcement learning [20]. Adversarial examples have also been
studied extensively in the network intrusion detection domain. Adversarial examples can
cause malicious network traffic to bypass NIDS or reject normal network traffic, leading to
denial of service (DoS). However, key differences persist in network intrusion detection
compared with other application domains. Generating adversarial examples in network
intrusion detection is extremely complex due to the difficulty of identifying appropriate
network packet attributes to be modified and deciding on the modification of identified
network attributes to generate adversarial examples [21]. Adversarial example detection in
NIDS for IoT networks is an emerging area of research. Several key methods have been pro-
posed for detection; however, most focus on adversarial training to improve the robustness
of NIDS against adversarial attacks, which can be time-consuming and computationally
intensive. The lack of labeled data in IoT network scenarios also adds to the complexity of
the detection process. Furthermore, most adversarial training methods require complex
deep learning architectures, which can entail extra hardware overhead that is not possible
in the resource-constrained environment of IoT network deployment. This paper proposes
an unsupervised adversarial example detection method for deep learning-based intrusion
detection systems in IoT networks. Our proposed method performs early detection using
the intrinsic characteristics of the layers of the implemented deep learning model. No
computationally intensive adversarial training is required in our approach. In addition, as
our proposed method is based on the intrinsic characteristics of the deep learning model
layers, it bypasses the need for potential extra hardware overhead for implementation. By
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reclaiming security, we refer to defenders’ efforts to restore trust in intrusion detection
systems operating under adversarial threats, specifically through early and unsupervised
detection techniques that require no retraining. To summarize, the main contributions of
this paper are as follows:

• We propose an unsupervised early detection technique for adversarial example de-
tection which leverages the intrinsic characteristics of the hidden layers of deep
learning architectures.

• We evaluate the robustness of the proposed early detection technique against potential
attackers’ attempts to bypass or compromise the system.

We implemented our proposed adversarial example detection on one of the Kitsune
datasets. Kitsune datasets are state-of-the-art datasets for network intrusion detection
obtained from practical real-time IoT network deployments. The dataset used for experi-
mentation is derived from IoT network scenarios and consists of 100 features. The Kitsune
dataset is specifically designed to efficiently detect patterns in network traffic by monitor-
ing its flow. In this paper, we detect these patterns using encoders in combination with
ensemble methods. The Kitsune dataset comprises 20 statistical parameters recorded over
a window of 5 time steps. This network traffic dataset is used for intrusion and anomaly
detection. Each row in the dataset represents a packet, which can contain either malicious or
regular traffic. When adversarial attacks are introduced, the number of malicious packets
increases, leading to a rise in root mean square error (RMSE) values. We calculate the
highest RMSE observed after the attacker injects malicious data during training.

2. Related Work
The key characteristic of adversarial examples is the ability to force an ML/DL classifier

to generate wrong predictions. Adversarial examples can be categorized as anomalies,
specifically intentional anomalies [22], since they must be engineered by perturbation of
specific critical features. As shown in Figure 1, the adversarial examples, labeled by the red
data points, can easily traverse the decision boundary of the implemented deep learning
model with minimal disturbance. In other words, as can be observed from Figure 1, the data
points close to the decision boundary for each class are suitable candidates for adversarial
example generation. In the present context, we focus on detecting adversarial examples in
network intrusion detection for IoT networks.

Network intrusion detection, in the context of anomaly detection can be considered a
binary classification problem. Adversarial examples, categorized as intentional anomalies,
modify the network traffic surreptitiously to cause misclassification. Normal network
traffic can be misclassified as malicious and cause a denial of service, while malicious net-
work traffic can be identified as normal, enabling man-in-the-middle attacks. Adversarial
example detection in network intrusion detection for IoT networks is an emerging research
area. This section briefly reviews some of the recent literature in this area.

In [23], the authors propose a framework termed FGMD (Feature Grouping and Multi-
model fusion Detector), which defends against adversarial attacks through feature grouping
and multi-model fusion. Generating realistic adversarial examples in the NIDS scenario
is crucial. In [24], the authors proposed A2PM (Adaptive Perturbation Pattern Method),
which generates adversarial samples in a gray-box setting. In [25], an ensemble technique
was proposed that uses a two-module framework consisting of a multi-class generative
adversarial network and multi-source adversarial retraining for detecting adversarial
examples. In this method, the multi-class detector is retrained only once. The authors
of [26] proposed a neural network architecture named DiPSeN (Differentially Private Self-
Normalizing Neural Network), which combines the characteristics of differential privacy,
self-normalization, and a novel optimization algorithm for adversarial defense in federated
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learning for IoT networks. In [27], the authors proposed using adversarial training for
various machine learning classifiers in supervised learning to increase the robustness
against denial-of-service (DoS) attacks. In [28], Fu et al. used three different training
methods for three intrusion detection models based on convolutional neural networks
(CNN), long short-term memory (LSTM), and gated recurrent units (GRU) to improve the
robustness of supervised adversarial example detection.

Figure 1. Definition of adversarial examples. Adversarial examples (in red) are generated by adding
small perturbations to valid data points (green) from specific classes. The dotted lines indicate the
local decision boundaries of the classifier, and the arrows illustrate how perturbations shift normal
inputs across these boundaries, resulting in misclassification.

In [29], adversarial examples for spatiotemporal data were generated using both white-
box and black-box methods based on travel time estimation (TTE). The authors introduced
small perturbations to the input data, which remain imperceptible to humans but can
disrupt deep learning models. In [30], adversarial examples were created using the fast
gradient sign method (FGSM). The trajectory data were then transformed into image format
using convolutional autoencoders (CAE), enhancing data security within deep learning
models. Recent studies have also highlighted emerging adversarial vectors in IoT systems,
including side-channel attacks such as FOAP and RF energy harvesting [31,32], as well as
physical patch attacks targeting sensor systems [33]. These threats further underscore the
need for robust and adaptive detection mechanisms in resource-constrained deployments.

As mentioned above, adversarial example detection in NIDS for IoT networks is an
emerging research area that has yet to be extensively investigated. Among the recent
works in the preceding brief overview, it can be ascertained that most methods focus
on adversarial training to improve robustness against adversarial attacks. Adversarial
training can be a time-consuming and computationally intensive process; furthermore, in
the case of IoT networks, many applications lack the necessary domain expertise due to
deployment in environments designed to minimize human intervention. Therefore, our
proposed method uses an unsupervised deep learning algorithm for adversarial example
detection in IoT networks. Our proposed method incurs no extra hardware overhead, since
we perform adversarial example detection using the intrinsic characteristics of the deep
learning architecture. Unsupervised learning is particularly useful in the context of IoT
networks, as a large amount of labeled data corresponding to normal behavior is usually
available for IoT applications, while labels for malicious behavior are not; in addition,
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unsupervised intrusion detection approaches can be deployed to IoT networks in isolated
environments where domain expertise is lacking.

3. Attack Model
In general, network intrusions can be categorized as affecting the network’s confiden-

tiality (C), integrity (I), and availability (A). An attacker’s objective in generating adversarial
examples in the network intrusion detection context is to compromise the intrusion detec-
tion process, and consequently the NIDS. Adversarial attacks can be categorized into three
distinct categories [27]:

• Black-box attack: The attacker does not know the deep learning model implemented
in the target NIDS.

• White-box attack: The attacker has complete knowledge of the deep learning model in
the target NIDS, including the architecture, input data, and features.

• Gray-box attack: The attacker has partial knowledge of the deep learning model in
the target NIDS, including the architecture, input data, and features.

We assume a white-box attack model for the adversarial example detection method
implemented in this paper; hence, the attacker is assumed to be cognizant of all the
characteristics of the deep learning model implemented in the target NIDS, such as the
model architecture, hyperparameters, and type of network traffic entering the NIDS. The
attacker first captures the network traffic flowing through the gateway device, such as the
router or switch, to generate adversarial examples. In general, NIDS are implemented
at gateway devices, since they act as entry points into a network. The captured network
traffic is analyzed to determine the critical features in the network packets. In the network
intrusion detection context, the critical features are those which can cause the implemented
deep learning model to misclassify incoming network traffic with minimal perturbation. In
this study, adversarial examples are generated after the training phase and used exclusively
during evaluation to test the detection capability of our proposed method. These examples
are not included in the training dataset and do not influence model learning, maintaining
the unsupervised nature of our detection strategy. In the next step, the attacker generates
adversarial examples using an algorithm and injects the generated examples into the target
NIDS. The attacker can choose to either perform a DoS attack, causing benign packets to be
classified as malicious, or an evasion attack, causing malicious packets to be classified as
benign. Figure 2 shows the attack model used for generating adversarial examples in the
network intrusion detection context. As shown in Figure 2, traffic data are collected through
a router and transmitted to a remote site. In this system, traffic is labeled as malicious after
an attack is identified; Table 1 summarizes the approach adversarial example generation
implemented in this work.

Table 1. Types of adversarial example generation in the current work.

Type of Network
Attack

Type of Adversarial
Attack

Adversarial
Example Generation

Method

Effect on Network
Traffic

Aftermath on
Networked System

Man-in-the-middle White-box Fast gradient sign
method (FGSM)

Benign traffic
classified as
malicious

Denial-of-Service

Man-in-the-middle White-box Fast gradient sign
method (FGSM)

Malicious traffic
classified as benign Evasion of NIDS
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Figure 2. Adversarial example generation and injection into target NIDS.

We focus on white-box attacks in this study because they represent the most challeng-
ing and high-risk adversarial scenario, i.e., where the attacker has full knowledge of the
model architecture, hyperparameters, and data distribution. Evaluating our method under
this strong threat model establishes a robust baseline for its effectiveness. In the broader
context of adversarial defense, supervised techniques such as MagNet and Defense-GAN
utilize auxiliary classifiers or input reconstruction, but often require labeled datasets and
retraining, which are impractical for lightweight IoT deployments. Unsupervised methods
such as feature squeezing can detect perturbations through input transformations, but
may lack early detection capability. In contrast, our method leverages the clustering of
hidden-layer activations for early unsupervised detection, offering a low-overhead solution
that is well suited for real-time operation in resource-constrained environments. We adopt
the white-box threat model to evaluate our method under the most demanding conditions,
namely, where the attacker fully understands the model. This helps to assess the true limits
of detection performance. Stacked autoencoders are widely used in IoT NIDS because they
can learn typical traffic patterns without labeled data. Their lightweight design and ability
to detect anomalies make them practical for real-time deployment in resource-constrained
IoT systems.

Our proposed method was evaluated on one of the Kitsune datasets. These datasets
contain statistical features of network traffic traversing deployed IoT networks in successive
time windows. A total of nine datasets constitute the Kitsune datasets, in which the network
attacks can be categorized as reconnaissance, denial-of-service, man-in-the-middle attack,
and botnet malware [34]. In preprocessing, we first normalized the selected dataset. We
used one of the Kitsune datasets obtained for our evaluation of a man-in-the-middle (MitM)
attack, as in Table 1. The Kitsune datasets can be adapted for use in machine learning
applications. To enhance early detection of adversarial attacks, we developed a generalized
model capable of identifying adversarial examples early in the training process. This
approach improves the system’s security and reliability. The MitM attack was performed
in an IP camera video surveillance network, with the attacker intercepting all LAN traffic
through an ARP poisoning attack. Figure 3 provides the network topology from which the
Kitsune dataset were obtained. In Figure 3, the labels 1, 2, 3, and X represent the locations
where the attacker launches the attacks, and the label Kitsune represents the points from
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which network traffic was captured. The MitM attack in the current dataset affects the
confidentiality of the network.

Figure 3. Network topologies used for obtaining the Kitsune datasets [34].

As shown in Table 1, a white-box attack model has been assumed in the current work
for adversarial example generation. The method chosen for adversarial example generation
was a modified version of the fast gradient sign method (FGSM) [16] called the iterative
FGSM. Using this method, adversarial examples can be generated by minute perturbations
of critical features in the direction of the gradient. Consequently, Table 1 shows that
adversarial attacks can either cause benign traffic to be misclassified as malicious, or cause
malicious traffic to be misclassified as benign. As a result, the aftermath of the first case
manifests in a DoS attack and in the second case as an evasion attack. In the current work,
we have considered the first case of adversarial example generation, which results in a DoS
attack on the target network.

4. Proposed Methodology
For the current work, a stacked autoencoder (SAE) is assumed to be the deep learning

algorithm implemented in the target NIDS. Autoencoders have been used relatively exten-
sively in cybersecurity applications [35]. We perform anomaly-based intrusion detection
using the SAE architecture. As can be observed in Figure 4, an autoencoder consists of
two parts: an encoder and a decoder. In the encoder, successive dimensionality reduc-
tions are performed on the input vector to encode the input. The encoded input can be
obtained from the bottleneck layer, which can be considered as separating the encoder
and decoder. In the decoder, the dimensionality is successively increased to match that of
the input vector. An approximate recreation of the input occurs at the output of the SAE.
Although SAEs are categorized as unsupervised algorithms, they can be considered for
performing self-supervised learning as well. The functionality of the SAE can be expressed
mathematically as follows:

λ : X → L, (1)

Υ : L→ X (2)

λ, Υ = arg min
λ,Υ
∥X− (λ · Υ)X∥2. (3)

In (1), at the encoder, the function denoted by λ maps the original data X to a latent
space L. The output of this latent space is obtained at the bottleneck layer. At the decoder,
the function denoted by Υ remaps the latent space L to the original space of the input
data. As a result of this remapping process, the SAE is able to approximate the input at the
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output. The objective of the SAE is to minimize the loss between the original input and the
reconstructed output, as shown in (3).

Figure 4. A stacked autoencoder (SAE) architecture with k-means clustering applied to the output of
hidden layer.

With regard to the encoder, the transformation of the input vector into a vector in the
latent space can be represented by an activation function σ, as follows:

z = σ(Wx + b) (4)

where z is the vector in the latent space, W is the weight matrix, and b is the bias.
Similarly, at the decoder, the recreated output can be represented using a different

activation function σ′, as follows:

x′ = σ′(W ′z + b′). (5)

The loss function used in backpropagation for training the SAE is expressed as follows:

L(x, x′) = ∥x− x′∥2 =
∥∥x− σ′

(
W ′(σ(Wx + b)) + b′

)∥∥2. (6)

An intrusion in a networked system is a rare event relative to normal network opera-
tion. For anomaly-based intrusion detection, the SAE is first trained with normal examples
of network traffic to learn the normal behavior profile. The loss function threshold value is
determined and set during the training stage. After training, incoming network traffic is
analyzed and the loss value is compared with the threshold. If the threshold is exceeded,
the network traffic is identified as an anomaly and classified as an intrusion. Our current
work’s algorithmic approach to anomaly detection is described below.

Let the loss function used to determine the threshold be the root mean squared
error (RMSE); if Φ is the anomaly threshold with an initial value of −1, β ∈ [1, ∞) is a
sensitivity parameter, and θ denotes the hyperparameters of the deep learning architecture
implemented, then:

In the case of adversarial example generation in anomaly-based network intrusion
detection, the attacker’s objective is to bypass the alerting mechanism or increase the false
alarm rate. In the proposed method, we consider the case of increased false alarms, which
inevitably lead to denial of service. In addition, we consider white-box attacks for our
adversarial example generation process. In the next subsections, we explain our method for
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adversarial example generation, our early detection methodology for adversarial examples,
and our methodology for performing a robustness analysis of our approach.

4.1. Adversarial Example Generation

In network intrusion detection, adversarial example generation can be computationally
expensive and extremely time-consuming compared to other application domains. Datasets
for network intrusion detection consist of structured data that are very challenging to
manipulate. Two key factors must be considered regarding adversarial example generation:
identification of the appropriate network packet attributes to be modified, and stealthy
modification of identified network attributes for generating necessary adversarial input
vectors. In addition, malicious examples are located far from the decision boundary of
normal examples, which compounds the difficulty of generating adversarial examples. For
our proposed method, we first obtain the critical features for adversarial example generation
using saliency maps [36]. As network intrusion detection is a binary classification problem,
the saliency map of an input vector ‘x’ with ‘i’ features is provided by[

ReLU
(

δpc

δxi

)]
i
, (7)

where ReLU : x → max(0, x) is the rectified linear unit activation (ReLU) function applied
to the input vector x and c ∈ {0, 1} is the corresponding class of the input. The critical
feature is the one for which the ReLU function for the opposite class yields a larger value,
meaning that the predicted labels can be altered with minimal disturbance. After identifying
the critical features, we perform adversarial example generation using the iterative version
of the fast gradient sign method (FGSM) [16]. The FGSM generates adversarial examples
by perturbing the critical features by a specific magnitude in the direction of the gradient.
Based on the specific features obtained from the saliency map, the iterative FGSM algorithm,
which has been modified for our current work, is outlined in Algorithm 1. The time taken
to generate adversarial examples using the iterative FGSM method is within the interval of
successive network packets arriving at the NIDS. Therefore, the iterative FGSM provides
a less computationally intensive and more time-efficient method for adversarial example
generation. In network intrusion detection, adversarial examples can either cause malicious
samples to evade detection or cause benign samples to be rejected, resulting in denial of
service. In this work, we consider the latter case and develop our detection approach
accordingly. The ARP MitM scenario from the Kitsune dataset was chosen for its real-world
relevance and rich set of statistical features, making it well suited for evaluating adversarial
detection in IoT network environments.

4.2. Adversarial Example Detection

We propose an early detection approach to detect adversarial examples. Our proposed
approach is unsupervised and uses the inherent characteristics of the layers of the stacked
autoencoder (SAE). No additional hardware overhead is encountered, and computationally
intensive retraining is unnecessary for our proposed detection method. In this approach,
the output of the hidden layers of the SAE, which perform successive dimensionality
reduction on the input vector, is used for adversarial example detection. Dimensionality
reduction preserves the critical features that affect the deep learning algorithm’s output.
As a result, anomalies become more pronounced in the reduced dimensional space of the
hidden layers. Our proposed method aims to exploit this feature to detect adversarial
examples. We perform a clustering method on the output of the hidden layer, specifically,
k-means clustering. During the training stage with normal examples, the hidden layer
outputs are clustered and the respective cluster centers are noted. The distance from each
cluster center for each example is determined and the maximum distance is noted. In
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the test stage, the hidden layer outputs for the incoming examples are obtained and the
distances to the cluster centers are calculated. If the distances from the respective cluster
centers are greater than the maximum distances obtained in the training stage, then the
incoming network traffic is designated as malicious.

Algorithm 1 SAE-Based Detection and Perturbation Process

1: Input: x, l, ϵ, M, T
2: Output: Feature q

3: Training Phase:
4: for each xi ∈ X do
5: s← RMSE(x⃗i, hθ(x⃗i))
6: if s ≥ Φ then
7: Φ← s
8: end if
9: Update θ with xi

10: end for

11: Execution Phase:
12: s← RMSE(x⃗′, hθ(x⃗′))
13: if s ≥ Φ then
14: Raise Alert
15: end if

16: Perturbation Loop:
17: for i← 0 to M do
18: if l = 1 and RMSE < T then
19: return q
20: else if l = 0 and RMSE > T then
21: return q
22: end if
23: q← q− ϵ · sign

(
∂(−1)i+1·RMSE

∂q

)
24: end for

In general, the k-means algorithm divides a set of n samples of the data X into K
disjoint clusters C, each described by the mean µj of the samples in the cluster. The
within-cluster sum-of-squares criterion is provided by

n

∑
i=0

min
µj

(
∥xi − µj∥2

)
. (8)

During the training stage, the clusters represent the region of the hidden layer space
in which normal examples reside. A distance measure is needed to calculate the distance
between the example points and the cluster centers. In this regard, we use the cosine
distance between two vectors as our distance measure. The cosine distance between two
1D vectors u and v is provided by

1− u · v
∥u∥2 · ∥v∥2

. (9)

We obtain the cosine distances of each example point from their respective cluster
centers. The observation is labeled as adversarial in the test stage if the cosine distances for
the adversarial examples are more significant than the maximum cosine distances obtained
during training.
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4.3. Robustness Analysis

We assume a white-box attack model for our proposed early detection approach; as
such, the attacker is cognizant of all the details of the deep learning algorithm architecture
implemented and the input data. To defeat the adversarial example detection method, an
attacker can corrupt the output of the hidden layers by adding log-normal Gaussian noise.
To evaluate the robustness of our detection method, we introduced log-normal Gaussian
noise into the hidden layers to mimic the actions of a knowledgeable attacker attempting
to evade detection. This noise is not random but rather carefully designed to interfere
with the feature patterns that our method relies on. As the intensity of the noise increases,
the ability of the detector to distinguish adversarial examples declines noticeably. This
experiment highlights a potential evasion pathway and underscores the importance of
designing defenses that remain reliable under more adaptive adversarial conditions.

In the context of IoT networks, minimizing false positives is particularly important, as
even small misclassifications can trigger unnecessary alerts, disrupt normal device opera-
tions, or consume valuable system resources. The balance between detection sensitivity
and system stability is critical in these environments, and any intrusion detection solution
must ensure that benign traffic is not frequently misclassified as malicious. In our approach,
the detection threshold is carefully selected to achieve high true positive rates while main-
taining reliable discrimination between benign and adversarial samples. By leveraging
intrinsic model behavior through hidden-layer representations, the proposed method al-
lows for early identification of abnormal patterns without excessive reliance on labeled
data. This design helps to preserve operational continuity in IoT systems while providing
timely alerts against sophisticated adversarial intrusions. Because it relies on hidden-layer
features already computed during forward propagation, our method introduces minimal
computational overhead, making it suitable for low-power IoT deployments.

5. Experimental Results
We tested our approach on one of the Kitsune datasets, namely, ARP MitM. For the

Kitsune datasets, statistical features of network traffic are obtained from a feature extractor
module and then fed to the NIDS. In the case of the ARP MiTM dataset, a man-in-the-middle
(MitM) attack is performed in which an attacker intercepts all LAN traffic through an ARP
poisoning attack [34]. This MitM attack is categorized as violating the confidentiality of the
network. Each observation in the dataset is a 100-dimensional vector. The deep learning
algorithm and detection method were implemented in TensorFlow 2.8.0.

To implement our proposed adversarial example detection approach, we first generate
adversarial examples that lead to the misclassification of normal traffic as malicious by
the NIDS. We then integrate the SAE architecture into the NIDS and train it using the first
100,000 observations to establish a threshold. The threshold provides a measure of the
tradeoff between various performance metrics, such as the true positive rate (TPR), false
positive rate (FPR), false negative rate (FNR), and ROC-AUC score. In the test stage, we
observed the performance metrics on the remaining observations. The performance metrics
were obtained for different threshold values versus the ratio change, as shown in Figure 5.
A suitable threshold value is selected from Figure 5, which provides a reasonably good
tradeoff between the TPR and FNR. We chose a threshold value of 1.4, which provided a
TPR of 73.88%, FNR of 26.12%, and ROC-AUC of 0.841.
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Figure 5. ARP MitM dataset performance metrics.

The first step in the adversarial example generation process is the identification of the
critical features which affect the label assigned to the traffic. As we generated adversarial
examples that cause benign samples to be labeled as malicious, we generated the saliency
map for eleven randomly selected benign samples, identifying features that give a higher
probability for the malicious class, as shown in Figure 6. Figure 6 shows that the 94th
feature (index = 93) greatly affects the malicious label; in other words, adversarial examples
can be generated with minimal perturbation of the 94th feature. As shown in Figure 3,
certain features play a crucial role in shifting data points from one decision boundary to
another. These features are identified as critical. In this study, we utilize the FGSM to
introduce perturbations, modifying the features in a way that causes the data point to be
classified as adversarial.

Figure 6. Saliency map for the eleven randomly chosen benign samples in the ARP MitM dataset

We generated the adversarial examples using the iterative FGSM algorithm provided
in Algorithm 1. The maximum number of iterations M was chosen to be 1000, while the
perturbation ϵ was selected as 1. We observed that the average time for generating a single
adversarial example is 0.337 s and that the time taken was much smaller than the packet
arrival rate at the NIDS; hence, the generation of adversarial examples does not impose a
severe time constraint on the normal operation of the NIDS.

After the adversarial example generation stage, we attempted our early detection
approach. During the training stage, k-means clustering was applied to the outputs from
each hidden layer in the encoder in Figure 4. The outputs from these hidden layers were
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grouped into two clusters and the cluster centers were determined. The cosine distance
was used to determine the distances between the cluster centers and each of the reduced
dimensional vectors from the hidden layers. The maximum cosine distances from each
cluster center were obtained and the remaining observations were fed to the trained SAE
at the test stage. The cosine distance for each observation in every hidden layer of the
encoder was computed, with an observation is considered adversarial if its cosine distance
exceeded the maximum distance from any cluster center.

From Table 2, it can be observed that the adversarial examples are identified upon
traversing the hidden layers. The dimensionality reduction performed in the hidden layers
of the SAE preserves the critical features that the SAE needs to reconstruct the output at the
decoder side. An adversarial example lies far away from the regions of normal traffic; as it
is generated by perturbation of the critical features, an adversarial example is revealed after
projection into a lower dimension. This is because dimensionality reduction preserves the
critical features with the greatest impact on the output of the SAE. Because the detection
rate is nearly 100% for all the hidden layers, we consider only the output from the first
hidden layer in our early detection approach. The reason for this is that upon detection
of adversarial examples, the error can be mitigated without requiring backpropagation
through multiple layers if the detection is performed at the first hidden layer instead of
traversing into deeper layers. Hence, the proposed approach can reduce the computational
cost of mitigating the effect of adversarial examples in the layers of the SAE architecture.

Table 2. Adversarial detection rates for different hidden layers.

Dataset 1st Hidden Layer 2nd Hidden Layer 3rd Hidden Layer

ARP MitM 1 0.9856 0.9722

In our final analysis, we tested the robustness of our proposed approach. As we assume
a white-box attack model, we assume the attacker has information about the details of the
implemented SAE architecture and the input data from the NIDS. Because the attacker can
access even the hidden layers of the model, a simple countermeasure against adversarial
example detection is to add zero-mean and log-normal Gaussian noise to the output of the
hidden layers. Table 3 shows the reduction in the adversarial example detection rate for
log-normal noise with varying degrees of standard deviation added to the output of the
first hidden layer. At runtime, the model efficiently detects adversarial examples in real
time. Optimizing the model architecture by reducing its depth and utilizing smaller layer
sizes allows it to perform encoding and decoding operations more effectively.

Table 3. Reduction in adversarial detection rate for different magnitudes of log-normal Gaussian noise.

Dataset Standard
Deviation = 0.2

Standard
Deviation = 0.4

Standard
Deviation = 0.6

Standard
Deviation = 0.8

Standard
Deviation = 1

ARP MitM 1 0.998 1 0.984 1

6. Conclusions
In conclusion, we have proposed an unsupervised adversarial example detection

method for NIDS in IoT networks based on an early detection approach from the hid-
den layers in the implemented deep learning algorithm. Unsupervised deep learning
algorithms are particularly useful for IoT networks due to the need for domain expertise
and labeling in IoT network deployments. Our proposed method requires no additional
hardware overhead for implementation, and the early detection approach does not require
computationally intensive retraining of the deep learning algorithm implemented in the
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target NIDS. Our proposed method obtains an adversarial example detection rate of nearly
100% for almost all the hidden layers. We use autoencoders to generate adversarial exam-
ples for the deep learning model. After these adversarial examples are created, we identify
them by leveraging the intrinsic properties of the model’s layers.

Furthermore, we conducted a robustness analysis of our approach in which the attacker
can easily bypass the detection mechanism using log-normal Gaussian noise of small
magnitude. In future work, we intend to investigate ways of making the proposed detection
approach robust against such bypass strategies as well as to deploy additional methods
for generating adversarial examples and to implement our proposed detection approach
in a real-time IoT network. While the detection accuracy of the proposed method is
promising, we recognize that false positives (misclassifying benign traffic as malicious) can
cause disruption in practical IoT environments. This concern highlights the importance of
balancing sensitivity with operational usability, which we plan to address through adaptive
thresholding and feedback-based calibration in future deployments.

While our approach focuses on detecting adversarial examples crafted via perturba-
tions to input data, IoT networks are also vulnerable to a range of other attack vectors.
Side-channel attacks such as those based on power consumption, RF leakage, or timing
behavior pose serious threats to IoT systems with constrained hardware; similarly, physical
adversarial attacks, including sensor manipulation and environmental interference, can in-
troduce data patterns that challenge traditional detection schemes. Additionally, low-power
wide-area network technologies such as LoRa introduce their own security challenges,
including replay attacks and over-the-air manipulation. While these threats are beyond the
scope of our current implementation, we recognize the importance of evaluating detection
methods under such conditions and plan to explore these directions in future work.
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